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1 database credentials

OASYS uses a MariaDB database to store its data. Be aware that MariaDB is no longer fully com-
patible with MySQL, so a MySQL database cannot be used.

During the installation of OASYS, the database credentials are defined and stored in a configura-
tion file.

If OASYS is installed in the typical way, via the official installer, the database configuration file is
located in: <root folder>/inc/php/db_credentials.php

In case the database credentials need to be changed, this file can be edited with a text editor.

However for extra security, OASYS also supports the use of environment variables to define the
database credentials.

If the following environment variables are defined, they will override the values in the configura-
tion file:

+ db_oasys_host - the database

* db_oasys_name - the database name

« db_oasys_user - the database user

+ db_oasys_pass - the database password

For servers that are running multiple instances of OASYS, it is possible to define custom names
for these variables.

You can do so by editing the file <root folder>/conf/env.ini and changing the values as you
see fit.

2 encryption
For security reasons, OASYS encrypts sensitive data before storing it in the database.

While backend user logins will have hashed passwords, for highest security, other sensitive data
such as the password to an LDAP server are encrypted using the OpenSSL library.

Also the passwords for test takers are encrypted before being stored in the database. Since
these need to be editable in the editor, respectively exportable, they cannot be hashed.

After installation, no encryption key is defined, and OASYS will generate a random key the first
time it tries to read the configuration.

For this reason it is imperative, that the directory <root folder>/conf/ is writable by the web
server user.

Be aware that you should backup the file <root folder>/conf/crypt.ini after it has been gen-
erated. Without it, parts of your database will be useless and OASYS will not be able to function

properly.
Alternatively, you can also define your encryption key in environment variables, by defining the
following variables:

+ oasys_aes_key - the key (32 bit) written in hexadecimal
* oasys_aes_iv - the iv (16 bit) written in hexadecimal

As with the database credentials, you can also define custom names for these variables by edit-
ing the file <root folder>/conf/env.ini and changing the values as you see fit.



